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Bitdefender Mobile Security for Android is an award-winning app that provides the best
protection for Android smartphones and tablets against viruses, malware, and online
threats like phishing and scams. It includes features like real-time virus and malware
scanning, web protection, an anti-theft tool for locating or wiping a lost device, and call
blocking for spam calls. The app uses cloud-based technology, resulting in minimal
impact on the device’s battery and performance.



System Requirements:

e Android 6 or later
« An active Internet connection for activation and in-the-cloud malware scanning

Bitdefender Mobile Security for Android Features

Protection:

« Malware Scanner — Automatically scans every app you install and immediately
alerts you if it poses a threat. You can also manually scan your Android device
at any time to make sure all apps are safe.

« Web Protection — Blocks malicious and phishing websites in real time to keep
your browsing safe. This feature is compatible with the most popular Android
browsers:

o default Android browser

o built-in browsers from Facebook and Facebook Messenger

o Chrome
o Firefox
o Brave

o Dolphin

o DuckDuckGo

o Edge

o Firefox Focus

o Huawei browser

o Opera

o Opera Mini

o Puffin Cloud Browser
o Samsung Internet

o Yandex Browser

« Scam Protection — instantly detects suspicious links in SMS and chat
messages, helping you steer clear of phishing and online scams. [Learn more]

« App Anomaly Detection — Protects your Android device from rogue apps that
try to hijack your login credentials or steal personal and financial

information. [Learn more]


https://www.bitdefender.com/consumer/support/answer/42907/
https://www.bitdefender.com/blog/labs/app-anomaly-detection-technology-from-bitdefender-to-protect-against-yet-unknown-threats

WearON - Extends Bitdefender protection to your smartwatch for an extra layer
of security. If you misplace your phone, you can trigger a sound alert from your
watch to locate it easily. WearON also notifies you if you move too far away
from your phone, ensuring you never leave it behind.

Privacy:

Call Blocking — Blocks unwanted calls from spam, scams, and hidden

numbers. [Learn more]

VPN — Encrypts all Internet traffic to protect your privacy and lets you access
geo-restricted content (includes 200 MB/day of encrypted traffic). [Learn more]

App Lock — Locks your sensitive apps from unauthorized access with a PIN
code or your fingerprint.

Account Privacy — Checks if your email accounts have been involved in any
known data breaches. Simply validate your email address, and Bitdefender will
alert you if your credentials have been leaked so you can update your

passwords. [Learn more]

Utilities:

Anti-Theft — Lets you remotely locate, lock, wipe or send a message to your
smartphone in the event that your device is lost or stolen. Plus, it snaps a photo
of the intruder after 3 failed attempts to unlock your Android device. [Learn

More

For more information, visit the Bitdefender Mobile Security for Android page.
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https://www.bitdefender.com/consumer/support/answer/117347/
https://www.bitdefender.com/consumer/support/answer/7126/
https://www.bitdefender.com/consumer/support/answer/2083/
https://www.bitdefender.com/consumer/support/answer/28871/
https://www.bitdefender.com/consumer/support/answer/28871/
https://www.bitdefender.com/consumer/mobile-security-android
https://www.youtube.com/embed/kWjKNRBE4Xk?feature=oembed

