Fix Bitdefender installation error “The app you’re trying to install isn’t a
Microsoft-verified app”

When attempting to install Bitdefender on Windows, you might encounter the error
message: The app you’re trying to install isn’t a Microsoft-verified app. Installing apps
from the Store helps protect your PC and keep it running smoothly. Get apps from
Store.
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Why You See This Message

The message “The app you’re trying to install isn’t a Microsoft-verified app” indicates
that your PC is set to only allow app installations from the Microsoft Store for one of
the following reasons:

e App Source Restriction Settings: In Windows 10 and Windows 11, the App
Recommendations feature restricts app installations to those downloaded only
from the Microsoft Store. This setting is designed to ensure that only apps that
have been reviewed and verified by Microsoft are installed, enhancing security
and stability.

e« S Mode: If the device is running Windows 10 or Windows 11 in S Mode, it
restricts the installation of apps to those available only from the Microsoft Store.
S Mode is a streamlined version of Windows that restricts installations to
Microsoft Store apps only.


https://apps.microsoft.com/
https://support.microsoft.com/windows/851057d6-1ee9-b9e5-c30b-93baebeebc85

How to fix “The app you’re trying to install isn’t a Microsoft-verified app”
message on Windows

To fix the error message “The app you’re trying to install isn’t a Microsoft-verified app’
you need to consider the following actions based on the underlying cause:

Solution 1: Change App Recommendation Settings

If the error is due to the app source restriction settings, you can allow the installation
of apps from outside the Microsoft Store, including Bitdefender. This involves
modifying the system settings to permit app installations from other sources.

1. Open Windows Settings
e Click on the Windows o= Start menu.
o Select the Settings & gear icon.

You can also press Win + | on your keyboard to open the Settings app.
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2. Navigate to Apps Settings
¢ In the Settings window, click on “Apps”.

o Select “Apps & features” (or “Advanced app settings” on some versions of

& Settings - o 28
R Test Admin AppS
Local Account
. 8= Apps & features >
Find a setting el ®= Installed apps, app execution aliases
& System Default apps
fe Defaults for file and link types, other defaults ¥
©  Bluetooth & devices
< Offline maps
¥ Network & inte >
ehworcs lnsermet U8 pouioads, soragelcation, map updates
/  Personalization
B§ Optional features >
B Apps Extra functionality for your device
& Accounts
: :Apps'fov'websxtes e >
® Time & language Websites that can open in an app instead of a browser
#  Gamin i
’ 5 o SOOI >




3. Change App Installation Preferences
e Inthe “Choose where to get apps” section, you'll see a dropdown menu.

« Change the selection from “The Microsoft Store only (Recommended)” to
“‘Anywhere”. This option will allow you to install applications that are not from
the Microsoft Store
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4. Retry Installing Bitdefender

e Once you have adjusted the operating system to install applications from any
source, attempt to install Bitdefender again. The installation should proceed
without the previous restriction.

Solution 2: Switch Out of Windows in S Mode

If your computer is running Windows in S Mode, you can only install apps from the
Microsoft Store. To install Bitdefender, you need to switch out of S Mode by clicking
the “Switch out of S Mode” button on this Microsoft page or by following the
instructions below.

(D Switching out of Windows S mode is a one-time, irreversible change. You cannot
revert back to S Mode and must use the standard version of Windows.

1. Open the Microsoft Store

e Click on the Windows - Start menu.
« Type Microsoft Store in the search bar.

o Select the “Microsoft Store” app to open it.


https://www.bitdefender.com/consumer/support/answer/28558/
https://support.microsoft.com/windows/4f56d9be-99ec-6983-119f-031bfb28a307
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2. Search for “Switch out of S Mode”

e In the Microsoft Store, use the search bar at the top to type “Switch out of S

Mode”.
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e Click on the search result labeled “Switch out of S Mode Learn more”.
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3. Switch out of S Mode
o The “Switch out of S Mode” page will appear on the screen.

e Click on the “Get” button to turn off S Mode.

Switch out of S mode

You may want to think twice about switching out of S mode. Especially if performance and peace
of mind are your top priorities. S mode was designed for security, speed, and simplicity—offering
thousands of Microsoft-verified apps and Microsoft Edge, the fast and safe web browser. Please
note, you will not be able to return to S mode once you've switched.

Even after switching out of S mode on a device with a Snapdragon processor, some accessories
and apps compatible with Windows 10/11 may not work(including some antivirus and accessibility

apps)

e You should see a confirmation message shortly after: “You're all set! You have
switched out of S mode and can now install apps from outside the Store.”

4. Retry Installing Bitdefender

After disabling S Mode, attempt to install Bitdefender again. The installation should
proceed without any restrictions.

By following these steps, you should be able to successfully install Bitdefender on your
Windows device without encountering the Microsoft-verified app error message.


https://www.bitdefender.com/consumer/support/answer/28558/

