« Allow Bitdefender SRL » does not appear in Security & Privacy? Here’s what to do

This article helps you overcome Bitdefender Antivirus for Mac installation issues where
the message « Allow Bitdefender SRL » does not appear in the Security & Privacy window.

() Note: This article applies to macOS High Sierra, Mojave, Catalina and newer versions.

When you install Bitdefender Antivirus for Mac for the first time, you should receive the
notification below.

o Allow Bitdefender to load f-'_ I Grant Bitdefender Full Disk Access

Allow Bitdefender to load

To properly run Bitdefender Antivirus for Mac and have your VMware protected against
threats, you must manually allow Bitdefender to load on your system.

Go to Security & Privacy and click the Allow button next to Bitdefender SRL.

Bitdefender SRL Allow...

The notification appears because of a new security feature introduced with macOS
10.13 High Sierra (additional info available here). Thus, whenever a third-party
application that uses kernel extension is installed, a system notification will be displayed
informing the user that the kernel extension was blocked. This applies to the Bitdefender
installation as well.

System Extension Blocked

3 ; A program tried to load new system extension({s)
signed by "Bitdefender SRL". If you want to enable
these extensions, open Security & Privacy System
Preferences.

| OK



https://developer.apple.com/library/archive/technotes/tn2459/_index.html

Bitdefender will display its own window that will guide the user through all the necessary
steps to approve the Bitdefender kernel extensions. These Bitdefender kernel extensions
are essential in protecting your data. Following the instructions in the window displayed
by Bitdefender, you will reach the window below, which presents you with the option to
Allow the Bitdefender kernel extension. By clicking Allow, you will complete the
Bitdefender installation steps, and you will benefit from the full Bitdefender Antivirus for

Mac protection.

[ ] { HHH Security & Privacy Q

W FileVault  Firewall Privacy

A login password has been set for this user Change Password...

Require password | immediately d after sleep or screen saver begins
Show a message when the screen is locked

Disable automatic login

Allow apps downloaded from:

System software from developer "Bitdefender SRL" was blocked Allow
from loading.

u Click the lock to make changes.

In some cases, you might encounter one of the situations below:
A. You click the Allow button, but nothing happens.
B. There’s no message and no Allow button.

This usually happens after an unsuccessful OS update/upgrade. An important note here
is that these situations may occur with any 3" party application, not just with Bitdefender.
This means that the troubleshooting steps will address the system, not the application

per se.



How can we be sure that it’s not a Bitdefender-related issue, but a system
situation? We’re going to need to type in a few commands in Terminal, a very useful
utility that comes with macOS. This can be found at /Applications/Utilities. Don’t worry
if you’re not familiar with the Terminal, we will get you through each command:

Step 1

The first step you want to do is to check that the Bitdefender kernel extensions were
copied to the default path during the installation. For this, we will use the list command
in Terminal:

LS /Library/Extensions/

Last login: Tue Feb 12 13:52:59 on console
MacBook-Pro-de-CLAUDE:~ LEVOYAGEURS ls fLibrary/Extensions/
ACS6x. kext FileProtect.kext
ATTOCelerityFCB. kext HighPointIOP.kext
ATTOExpressSASHBAZ . kext HighPointRR. kext
ATTOExpressSASRAIDZ. kext LaCieScsiType@B. kext
ArcMSR. kext PromiseSTEX. kext

BJUSBLoad. kext SelfProtect.kext
CIJUSBLoad. kext SoftRAID. kext
CalDigitHDProDrv.kext TMProtection. kext

These commands will display the extensions from /Library/Extensions. You should see
these extensions:

SelfProtect.kext
FileProtect.kext
TMProtection.kext

If they are not there, then the installation may have been incomplete or unsuccessful.
Please go here to see how to install Bitdefender.


https://www.bitdefender.com/consumer/support/answer/3478/

Step 2

The second step is to check if the extensions are already loaded so we’re going to use the
kextstat command.

kextstat | grep ender

MacBook-Pro kextstat | grep ender
MacBook-Pro 1

This command displays all kext extensions (organized by ender meaning that the word
has ender from Bitdefender on it) that contain the group of letters “ender” (from
Bitdefender). We expect to find the same extensions from step 1. If they’re displayed, it
means they’ve already been loaded and allowed. In this case, the Allow button should no
longer appear, because you already approved them.

If you do not see anything listed, it means that the Bitdefender kext extensions were not
loaded. So we’ll proceed to step 3.

Step 3

Try to load the extensions, using the kextload command in the Terminal:
sudo kextload /Library/Extensions/ FileProtect.kext/

sudo kextload /Library/Extensions/SelfProtect.kext/

sudo kextload /Library/Extensions/TMProtection.kext/

@ Note: When prompted to add the password, type your admin password and press
enter. No feedback will be displayed.

If the extensions are loaded, reboot your Mac and check if you still receive the
notification.

If you receive an error like the one below (please note that other errors might occur,

usually from typos. In this case, please correct the typo and enter again the command or
use copy-paste).

/Library/Extensions/FileProtect.kext failed to load - (libkern/kext) system policy prevents loading; check the system/kernel logs fo
r errors or try kextutil(8).

acBook-Pro-de— sudo kextload /Library/Extensions/FileProtect.kext/
MacBook-Pro-de-CLAUDE:~ LEVOYAGEURS I

If this message appears, please continue with the kextutil command:
sudo kextutil /Library/Extensions/FileProtect.kext/
sudo kextutil /Library/Extensions/SelfProtect.kext/

sudo kextutil /Library/Extensions/TMProtection.kext/



MacBook-Pro-de-CLAUDE:~ LEVOYAGEURS sudo kextutil /Library/Extensions/FileProtect.kext/
Untrusted kexts are not allowed

Kext with invalid signature (-67062) denied: /Library/StagedExtensions/System/Library/Extensions
/2EASAB45-BE7A-4BBF-BA49-BB24BAC3C0B1. kext

Bundle (/System/Library/Extensions/LaCieScsiType@®.kext) failed to validate, deleting: /Library/
StagedExtensions/System/Library/Extensions/2EASAB45-8E7A-4BBF-BA49-BB24BAC3CeBL.. kext
Unable to stage kext (/System/Library/Extensions/LaCieScsiType@@.kext) to secuIé location.

Kext rejected due to system policy: <0SKext @x7f92c8e721b® [Bx7fff98a8d8fe]> { URL = "file:///Li
brary/StagedExtensions/Library/Extensions/FileProtect.kext/", ID = "“com.bitdefender.FileProtect"

Diagnostics for /Library/Extensions/FileProtect.kext:
MacBook-Pro-de-CLAUDE:~ LEVOYAGEURS [

Kextutil will display more details regarding the reason of the loading error. Now it’s time
for step four.

Step 4
This command is a little longer, but you can just copy it from here.

sudo sqlite3 /var/db/SystemPolicyConfiguration/KextPolicy “select * from
kext_policy”

e Ty
@ [ ] 7% crtest — -bash — 111x14

Last login: Fri Apr 19 BB8:B8:85 on ttyseal =
criests—Mac:~ crtest$ sgqlited /var/db/SystemPolicyConfiguration/KextPolicy "select % from kext_policy"
EG7KHA42XE |com. vmware. KexT. VMwareGfx |1|VMware, Inc. |1

EG7KHA42¥XE |com, vmware.Kext.vmhgfs |1 |VYMware, Inc. |1

8I7TAMPT4P |com.vmware. Kext.vmmemctl |1|VMware, Inc. (Fusion)|1

GUNFMWE23Y |com.bitdefender.FileProtect |8 |Bitdefender SRL|4

GUNFMWAE23Y |com.bitdefender.atc|8|Bitdefender SRL|4

GUNFMWE23Y |com.bitdefender.ExecAuth|8|Bitdefender SRL|4

GUNFMW&23Y |com.bitdefender.SelfProtect |8 |Bitdefender SRL|4

GUNFMWE23Y |com.bitdefender.TMProtection|8|Bitdefender SRL|4

criests—Mac:~ criests§ I

fiar e ——— e e e W T v |

This command will interrogate the database that contains information about the kernel
extensions. More exactly, during the installation, the kernel extensions are copied to
/Library/Extensions (what we checked at Step 1) and loaded (what we checked at steps
2-3). When the system receives the request to load the kernel extension, it doesn’t load
them right away. It first adds them to this database and considers them untrusted. Then,
the system prompts the user with a message informing them about the kernel extension
that was trying to load.

At the same time, the Allow button will be displayed in the Gatekeeper section of System
Preferences.



[ ] Bitdefender Antivirus for Mac

Allow Bitdefender to load

To properly run Bitdefender Antivirus for Mac and have your VMware protected against
threats, you must manually allow Bitdefender to load on your system.

Go to Security & Privacy and click the Allow button next to Bitdefender SRL.

Bitdefender SRL A

For more information, view step by step instructions

Getting back to the command above, it should display all the extensions that were added
to the database. How can we read this? It’s simple. You can easily observe that each line
contains information about a certain item (kernel extension) in the table. The line is split
into a few groups delimited by the | character. So, we have the following groups:

* The team_id

* The bundle_id

* The allowed Boolean

* The developer name

* The flag

From these we’re going to look at the first three:

* Each developer has a unique team_id. Bitdefender’s team_id is GUNFMWG623Y
e Each kext is described by a bundle_id: e.g. com.bitdefender.FileProtect

¢ The allowed Boolean tells us if the kext was allowed(approved) by the user or not. 1
means it’s been approved, 4 means it needs approval. These are the main values of
interest in this situation.



Now, if you see the Bitdefender extensions with the value 1, it means they’ve already been
approved and that’s ok.

If the extensions still can’t be loaded, then please contact our support team.

If the value is 4, it means that the Allow button should be displayed and you should be
able to click it.

If the value is 4 but the Allow button doesn’t appear in the Gatekeeper section or it
appears but cannot be clicked, then this might be a system issue.

Also, if you encounter errors while trying to interrogate the database, it means the
database was affected during a system update and it’s not readable anymore.

Step 5

If everything is OK until step 4, but the Allow button still doesn’t appear or doesn’t work,
there’s one more command we need to try:

sudo sqlite3 /var/db/SystemPolicyConfiguration/KextPolicy “select * from
kext_load_history_v3”

o0 e 1 crtest — -bash — 183x21

crtests-Maci~ crrest$ sqlite3 /var/dv/SystemPolicyConfigurotion/KextPolicy "select + from kext_load_history_v3* s
/Library/Extensions/VMworeGfx.xext | EGTKH642X6 | con. vimware . kext. VMwareGex | 9C3243FB-8509-4825-81F3-B521C6C64861|2017-11-24 89:07:39|2019-83-23 20:21:18(7
| /Library/Application Support/VMware Tools/vmhgfs.kext|EG7KH642X6 |com, veware.kext.vmhgfs|9C3243F8-8509-4825-81F3-8521C6C64061|2017-11-24 09:07:46)2019-04~18 20:57:50|5
/Library/Application Suppo re Tools/vmmemctl.kext|8)7TAVPTAP|com.vmware.kext.vamemctl|C62C58E3-060A-46C5-90BE-92F4E0938230|2017-11-24 09:11:22|2019-04-18 20:57:48(5
/Library/Extensions/atc . kext | GUNFMR623Y | com.bitdefonder.atc | FB2E1988-COD7-4D53-837C-58887AB8964D|2819-84-18 20:57:49]2019-04-18 21:03:45(9
/Library/Extensions/ExecAuth. kext|GUNFMN623Y|com.bitdefender.ExecAuth|F82E1988-C0D7-4053-837C-58887AB0964D|2019-04-18 20:57:49|2019-04-18 21:03:46|9
/Library/Extensions/SelfProte
/Library/Extensions/TMProtection. ke

|6 :
xt | GUNFMW623Y | com. bitdefender. TMProtection | FB2E1988-C8D7-4D53-837C-588B7ABR964D| 2019-04-18 20:57:49|2019-04-18 21:00:19(9
/Library/Extensions/FileProtect. kext|GUNFMN623Y | com. bitdefender . FileProtect | F8261988-C007-4D53-837C-588B7A80964D| 2019-04-18 20:57:49|2019-04-18 21:00:18(1
crrests-Mac:~ crrests |

This is a database that keeps the history of the loaded extensions. Any errors that may
appear indicate a malfunction of the database (same as with the database at Step 4)

Remember our question at the beginning — How can we be sure it’s a system-related
issue? Now we have enough evidence to draw a conclusion. After getting to the core of it,
we can try some troubleshooting methods:

e One ofthe simplest solutions is to reset the NVRAM. Here you can find out how to
do that.

e Other solutions might be more complicated. In this regard, we recommend you
contact Apple Support.

If you have any questions about Bitdefender, please check our other articles or contact
our support team.


https://support.apple.com/en-us/HT204063

