How to Install & Set Up Bitdefender Antivirus for Mac

This article guides you on how to download and install the Bitdefender Antivirus for Mac
app on macOS devices. We’ve got a short video that shows you how to install and
configure Bitdefender Antivirus for Mac, or you can read the steps below.

Note: Before installing Bitdefender Antivirus for Mac, make sure your Mac meets
the system requirements and that you have an active Bitdefender Antivirus for Mac
subscription in your Bitdefender account. The product you install will validate its
subscription from your account. You can find all subscriptions in the ‘My Subscriptions’
section of Bitdefender Central. For more information, see —How do | activate my

Bitdefender Subscription?
Video tutorial

How to Install and Set Up Bitdefender Antivirus for Mac:


https://www.bitdefender.com/consumer/support/answer/9384/
https://www.bitdefender.com/consumer/support/answer/1715/
https://www.bitdefender.com/consumer/support/answer/1715/

Installing Bitdefender Antivirus for Mac

1. On the Mac you want to protect, visit https://central.bitdefender.com and sign in to

your Bitdefender Central account. If you don’t have an account already, please create
one. What is Bitdefender Central & How do | use it?

login.bitdefender.com = Nl

Bitdefender

Sign In

Email

john@doe.com

No account? Create one NEXT ) —

‘\i/' (6+) (= @

Third party license terms =2 English (United States) +

Copyright © 1997-2022 Bitdefender. All rights reserved

2. On the Bitdefender Central

homepage, click thelnstall Bitdefender
Products button.

Bitdefender Central

CQ My Devices

@ Security

@ Password Manager

You haven't installed Bitdefender
@ Digital Identity Protection on any of your devices yet

@ ven d Install Bitdefender Products
;h Parental Control

How to install Bitdefender on your devices
My Subscriptions

3. A window will appear, showing your Bitdefender subscription products. Within this
window, press the Install button located in the Security panel.


https://central.bitdefender.com/?adobe_mc=MCMID%3D80901865382554331494223830245065387032%7CMCORGID%3D0E920C0F53DA9E9B0A490D45%2540AdobeOrg%7CTS%3D1779080100
https://www.bitdefender.com/consumer/support/answer/2255/

Security

Total Security
a for Windows, mac0S, Android,

i0s

Total Security is not installed on any of your
devices

Privacy

Password Manager

Protect your devices, data and privacy

Install or configure Bitdefender products or services*

Privacy

Premium VPN
for Windows, macQS, Android,
[[o}]

Install

Premium VPN is not installed on any of your
devices.

Identity Protection

@g) Digital Identity Protection

[ Open

4. Then choose Download to save the Bitdefender installer to your Mac.

«

This device

Download security for
macOS to protect this

device.

Install Bitdefender Security on:

Other devices
Send a download link via

a email or text message, or
5 copy the link to share

later.

[ Protect other devices

X

5. Once the download is ready, double-click the bitdefender_[...] file you’ve just saved

to begin the installation.




© 0 + 0

Install Bitdefender Security on:

This device Other devices
™ Download security for a Send a download link via
email or text message, or
macOS to protect this '
copy the link to share

device.

later.

Fremctother devioss

@ bitdefender_7599d9a0-14d3-4656-9126-2¢07136146a6.0kg
s )

Downloads Clear

6. Follow the on-screen steps to install Bitdefender Antivirus for Mac. Click Allow if
prompted, then click Continue.

7.

® Introduction

Bitdefender

@ Install Bitdefender

Welcome to the Bitdefender Installer

You will be guided through the steps necessary to install security

on your Mac.

m

In order to continue the installation, you will have to agree to the terms of the

software Subscription Agreement.



To continue installing the software you must agree to the terms of the
o eli agr &

Click Agree to continue or click Disagree to cancel the installation and quit
the Installer.

Read Licence Disagree

8. Click on Continue. After that, click Install.

[ X N ‘@ Install Bitdefender a
Standard Install on “Macintosh HD"
® (ntroduction This will take 27,8 MB of space on your computer.
@ Licence Click Install to perform a standard installation of this software
® Destination Select on the disk “Macintosh HD".
@ |Installation Type
Installation

Summary

Bitdefender. - N Gﬂ

9. When prompted, input your administrator name and password, then press the Install
Software button.

eoo ' % t g B

@ Introduction
@ Licence Installer
© Destination Select Installer is trying to install new software.
@ Installation Type Enter your password to allow this.
® Installation
testadmin -
Summary
e [ eescee .l.q ]
Install Software

Bitdefender. -

Go Back_ Continue



https://support.apple.com/guide/mac-help/asked-administrator-password-mhosxlogo1438/mac

10. A small window will appear and Bitdefender Antivirus for Mac will automatically

download and install on your Mac.

The installation was completed successfully.

Introduction

Licence
Destination Select

Installation Type

Instailation The installation was successful.

® Summary
The software was installed.

[ ] Bitdefender Installer

B Downloading Antivirus for Mac

The installation is now complete if you have Yosemite (10.10), El Capitan (10.11), or
macOS Sierra (10.12).

Close

(D Note: Follow these additional steps only if your Mac is running macOS High Sierra or
a more recent version such as Mojave, Catalina, Big Sur, Monterey, Ventura, Sonoma,
Sequoia, Tahoe - Find out which macOS your Mac is using.



https://support.apple.com/HT201260

Continuing the installation on macOS High Sierra (10.13)

11.If you have High Sierra, you will be notified that a system extension signed by
Bitdefender has been blocked. This is not an error, just a security check. Click on OK.
The notification appears because of a new feature introduced with High Sierra. This
feature enforces that only kernel extensions (KEXT) approved by the user will be
loaded on a system. When a request is made to load an extension that the user has
not yet approved, the request is denied and macOS displays an alert similar to the
one shown below.

System Extension Blocked

9 A program tried to load new system extension(s)
signed by "Bitdefender SRL". If you want to enable
these extensions, open Security & Privacy System
Preferences.

12.The setup assistant will display a window indicating the next steps. Click on System
Preferences > Security & Privacy > General as shown below.

o Bitdefender Antivirus for Mac

o Allow Bitdefender to load 2| Grant Bitdefender Full Disk Access

Allow all security modules to run

Let Bitdefender's security modules run on your Mac, 1o protect you against all threats in real-time.

. aelec € 10CK 1CO)
password to unlock.

3. Select Allow for Bitdefender system software.

" Bacistarie .

Meed hain?




13.The Security & Privacy window will appear on your screen. Click the padlock icon in

the bottom left corner to make the changes.

®@® . < > i Security &Privacy [Q kearch

General  Filevault  Firewall  Privacy

A login password has been set for this user =~ Change Password...

v Disable automatic login

Allow apps downloaded from:

App Store
® App Store and identified developers

Require password immediately after sleep or screen saver begins

Show a message when the screen is locked | Set Lock Message...

System software from application “Bitdefender AGENT" was blocked Allow
from loading.
% Click the lock to make changes. . Advanced.. = (?
14.When prompted, input anadministrator name and password, then press

the Unlock button.

m System Preferences is trying to unlock Security &
| Privacy preferences.

N Enter your password to allow this.

Username: testadmin



https://support.apple.com/guide/mac-help/asked-administrator-password-mhosxlogo1438/mac

15. Click the Allow button, in the lower part of the window.

[ < i Security & Privacy Q

General FileVault  Firewall  Privacy

A login password has been set for this user  Change Password...

Require password immediately 8 after sleep or screen saver begins
Show a message when the screen is locked
Disable automatic login

Allow apps downloaded from:
App Store
© App Store and identified developers

System software from application “Bitdefender AGENT" was blocked Allow .
from loading.
Bl Click the lock to prevent further changes. Advanced... ?

(D Note: If more than one system software requires your attention, select Bitdefender in
the list, then click on OK to allow it.

System software from following developers was blocked from loading.

Dropbox, Inc.

| Bitdefender SRL |

Volitans Software

Congratulations, you have successfully installed Bitdefender Antivirus for Mac on High
Sierra!

Continuing the installation on macOS Mojave (10.14) up to
Monterey (12)

11. If your Mac is using macOS Mojave (10.14), Catalina (10.15), Big Sur (11) or Monterey
(12) you will be notified that a system extension signed by Bitdefender has been
blocked. This is not an error, just a security check. Click Open Security
Preferences in the small pop-up.



. Bitdefender Antivirus for Mac.

Eﬂ
S Extension Blocked
ystem Extension all o

The program "BitdefenderAgent” tried to Let Bagetender's security modules fun on your Mec, 10 DrOTect you Sginst a8 Tveats in real-tme.

load new system extension(s). If you
want t enable these extensions, open
Security & Privacy System Pref y
ecurity & Privacy System Preferences. .\ o N

2. Select the lock icon in the bottom left comer and enter your

‘password to uniock.
3. Select Allow for Bitdefender system software.
Open Security Preferences

12. This willopen the Security & Privacy window. Click the padlock icon in the bottom left
corner to make the changes.

[ X} < it Security & Privacy [ Q, [pearch ]

General  Filevault  Firewall  Privacy

A login password has been set for this user  Change Password...

Require password immediately B after sleep or screen saver begins
Show a message when the screen is locked

Disable automatic login

Allow apps downloaded from:
App Store

App Store and identified developers

System software from application “Bitdefender AGENT" was blocked
from loading.

A~
% Click the lock to make changes. . ?

13.When prompted, input anadministrator name and password, then press
the Unlock button.

7~ System Preferences is trying to unlock Security &
| Privacy preferences.

-

<&~ Enter your password to allow this.

Username: testadmin

P ord: | bk : )



https://support.apple.com/guide/mac-help/asked-administrator-password-mhosxlogo1438/mac

14. Click the Allow button, in the lower part of the window.

[ ] < i Security & Privacy Q

General  FileVault  Firewall  Privacy

A login password has been set for this user  Change Password...

Require password immediately a after sleep or screen saver begins
Show a message when the screen is locked

Disable automatic login

Allow apps downloaded from:

App Store
© App Store and identified developers

System software from application “Bitdefender AGENT" was blocked Allow .
from loading.
E Click the lock to prevent further changes. Advanced... ?

(D Note: If more than one system software requires your attention, select Bitdefender in
the list, then click on OK to allow it.

System software from following developers was blocked from loading.

Dropbox, Inc.

| ~ Bitdefender SRL |

Volitans Software

15. Next, open the Privacy tab and select Full Disk Access in the column on the left.
16. In the list of applications that require full disk access, check:

e Antivirus for Mac

e Core Security



888 < | > | i Security & Privacy Q Search

~ General  FileVault Firewall

i Camera Allow the apps below to access data like Mail,
Messages, Safari, Home, Time Machine backups, and
certain administrative settings for all users on this
il Microphone Mac.

i Speech Recognition

@ Accessibility

P Input Monitoring

E Antivirus for Mac .
[ /] E Core Security .

Files and Folders

+ -
- Screen Recording
ﬁ Automation
‘h Click the lock to prevent further changes. Advanced... 7

17.The following message appears: “Antivirus for Mac” will not have full disk access until
itis quit. Press Quit & Reopen.

“Antivirus for Mac” will not have

full disk access until it is quit.

You can choose to quit "Antivirus for
Mac" now, or do it on your own later.

Later Quit & Reopen l

Congratulations, you have successfully installed Bitdefender Antivirus for Mac!



Continuing the installation on macOS Ventura (13), Sonoma (14)

11. If your Mac is using macOS Ventura (13) or macOS Sonoma (14) you will be notified
that a system extension signed by Bitdefender has been blocked. This is not an error,

just a security check. Click on Open System Settings.

System Extension Blocked
The program "BitdefenderAgent* tried to
load new system extension(s). If you
want to enable these extensions, open
Security & Privacy System Preferences.

OK

Open System Settings

Bitdefender Antivirus for Mac

Allow all security modules to run

© Altow Bitdetender to load

Let Bitdefender's sex

1. Open System Settings > Privacy & Security.

2. Scroll all the way down and find Bitdefender Agent

3. Select Allow for Bitdefender system software.

Need heig?

protect you

12.The Privacy & Security window will

the Security section and click the Allow button.

pop up.

Scroll all the way down to

[ N ]
.: Q

Signin

a Wi-Fi
B siuetcan
Network

[ Notifications
m Sound
G Focus

B Screen Time

\Z) General
Appearance
Accessibility

5 Control Centre
@ svi & spotight
0 Privacy & Security

a Desktop & Dock

a Displays
Wallpaper

|3 Screen Saver

iJ Energy Saver

n Lock Screen

J Login Password

E Users & Groups

&) Passwords
Internet Accounts

@ Game Center

(&) Keyboard

u Mouse
\2J) CDs & DVDs

Privacy & Security

L) Full Disk Access
G Focus
Accessibility

) Input Monitoring
Screen Recording
W Automation

App Management

la Developer Tools

D Analytics & Improvements

m Apple Advertising

Security

Allow applications downloaded from
App Store
O App Store and identified developers

System software from application "Bitdefender Agent.app” was blocked
from loading.

FileVault

(€

0 Lockdown Mode

Turn On...

Turn On...




13.When prompted, input anadministrator name and password, then press
the Unlock button.

—~~

LD

Privacy & Security

Privacy & Security is trying to unlock
Privacy & Security settings.

Enter your password to allow this.

testadmin

[ Sessnees

Cancel

A

14. While still in the Privacy & Security window, scroll up and click on Full Disk
Access in the Privacy section.

Q

) sonin
with your Apole 1D
Wi-Fi

Bluetooth

@ Network

3 notitications
£ souna
Focus

Screen Time

@ General

a Appearance
@ Accessibiity
L'-j Control Centre
(B siri & spotight

B peskiop & Dock
n Displays

() wallpaper

(&) screen Saver

WJ Energy Saver

n Lock Screen
0 Login Password

) users & Groups

) Passworas
Internet Accounts

# Game Center

&) eyboard

) Mouse

(&) cos & ovos

Privacy & Security
Privacy

Location Services

. Contacts

“T Calendars
Reminders

& Photos

B sivetooth

0 Microphone

O Camera

@ HomeKit

Q Speech Recognition

) Media & Apple Music

g Analytics & Improvements



https://support.apple.com/guide/mac-help/asked-administrator-password-mhosxlogo1438/mac

15. Next, in the list of applications that require full disk access, toggle to the on position
(blue switch):

e Antivirus for Mac
o Bitdefender

o Core Security

s B

ede < Full Disk Access

Q Search Allow the applications below to access data like Mail, Messages, Safari,
Home, Time Machine backups and certain administrative settings for all

Sign in users on this Mac.
with your Apple ID

B Antivirus for Mac

Wi-Fi
) 5

Bluct ' Bitdefender

Q Network B core security

3 Notifications

&8 sound
B sshd-keygen-wrapper »

Focus

[ Screen Time B vmware-tools-daemon »
+ -

U] General

m Appearance

(@) Accessibility

Control Centre

@ siri & Spotlight

W Privacy & Security

16.The following message appears: Antivirus for Mac will not have full disk access until
itis quit. Press Quit & Reopen.

“Antivirus for Mac” will not have

full disk access until it is quit.

‘You can choose to quit "Antivirus for
Mac” now, or do it on your own later.

Later Quit & Reopen

Congratulations, you have successfully installed Bitdefender Antivirus for Mac!



Continuing the installation on macOS Sequoia (15), Tahoe (26)

11. If your Mac is using macOS Sequoia (15) or macOS Tahoe (26) you will be notified that
BitdefenderAgent would like to use a new endpoint security extension. This is not an
error, just a security check. Click OK in the small pop-up.

)

—_—

“BitdefenderAgent” would like to
use a new endpoint security
extension

You can enable this extension in Login

ltems & Extensions. Endpoint security

extensions run in the background and
can monitor system events on your Mac.

Open System Settings

12.The setup assistant will display a window indicating the next steps. Click on System
Settings as shown below.

L] Bitdefender Antivirus for Mac

o Allow all security modules to run

Enable all security modules to run

Let Bitdefender's security modules run on your Mac to protect you against all threats in real-time.

1. Open System Settings » General » Login Items & Extensions ece
2. Scroll down to Extensions and select filter By Category.

3. Select the "i" next to Endpoint Security Extensions.

.......
4. Switch on the Bitdefender.SPSE and enter your password if
prompted. T T

Need help? o

13.The Login Items & Extensions window will appear on the screen.

¢ OnmacOS Sequoia: Scroll down to the Extensions section and click the

information icon () next to Endpoint Security Extensions.



e OnmacOS Tahoe: Scroll down to the Extensions section, select By Category,
and then click the information icon () next to Endpoint Security Extensions.

Q Search

Sign in
9 with your

Apple Account

Wi-Fi

< > Login ltems & Extensions

Allow in the Background

Applications add background items to perform tasks when the application isn't
open, such as checking for software updates or syncing data. Turning off a
background item may prevent these tasks from being completed.

Bitdefender SRL [ @)

3 items: 2 items affect all users

Bluetooth

Bitdefender VPN «©
Network
1item
Energy
VMware, Inc. [ @)

2 items: 1 item affects all users

Accessibility

Appearance Exten_sions - -
Extensions add extra functionality to your Mac and apps. Some extensions may run
a Siri in the background.

Control Centre @ eTons @
(B pesktop & Dock LG

a Displays g Endpoint Security Extensions ﬁ ©)
Screen Saver Bitdefender.SPSE

a Spotlight Finder ©)

f PDF, Tri
Wallpaper Rotate Left, Markup, Create PDF, Trim, Remove Background and 1 m,

14.Toggle Bitdefender Agent to the on position (blue switch).

Endpoint Security Extensions

Endpoint security extensions can help detect malicious activity.
These extensions run in the background and can monitor system
events on your Mac.

Bitdefender Agent
Bitdefender.SPSE o ©




15. When prompted, enter your administrator name and password, then click OK. After
enabling Bitdefender Agent, click Done to exit the Endpoint Security Extensions
window.

N
Endpoint Security Extensions
Endpoint security extensions can help d 3 J
These extensions run in the background and ¢
events on your Mac.

System Extensions

System Extensions is trying to modify a

Bitdefender Agent System Extension.

Bitdefender.SPSE
Enter your password to allow this.

testadmin

[ eoececones )|

16. Next, click on Privacy & Security on the left side menu (scroll down until you see this
option).

eoe ¢ > Login Items & Extensions
VMware, Inc. [ @)

Q search 2 items: 1 item affects all users

g Notifications

m sound Extensions
oun Extensions add extra functionality to your Mac and apps. Some extensions may run
Focus in the background.
b Screen Time @ Actions @
Markup
a Endpoint Security Extensions @
Bitdefender.SPSE
Finder @
B Users & Groups Rotate Left, Markup, Create PDF, Trim, Remove Background and 1 m...
(@) Internet Accounts Photos Editing @
Markup
@ Game Center
@ iCloud e Quick Look @
TipsQuicklook
E Wallet & Apple Pay
Sharing @
a Keyboard Add to Photos, Add to Reading List, AirDrop, Copy Link and 8 more
u Mouse
. ?
@ Printers & Scanners :



https://support.apple.com/guide/mac-help/asked-administrator-password-mhosxlogo1438/mac

17. After opening the Privacy & Security section, click on Full Disk Access on the right-

side menu.

o0e
Q, Search

e Notifications

m Sound
Focus
Screen Time

Lock Screen
¥ Privacy & Security
| Login Password

B Users & Groups

Internet Accounts
@ Game Center
& iCloud

) wallet & Apple Pay

|=J Keyboard

[l Mouse

|z Printers & Scanners

< Privacy & Security

Privacy
Control which apps can access your data, location, camera and microphone,
and manage safety protections. Learn more...

Location Services 0

Calendars
None

Contacts
None

Files & Folders
None

(=) Full Disk Access
None

HomeKit
o None

Media & Apple Music

None

w Passkeys Access for Web Browsers
None

18. In the list of applications that require full disk access, toggle to the on position (blue

switch):
e Antivirus for Mac
o Bitdefender

e Core Security

ooe
Q, Search

g Notifications

€D sound
Focus
Screen Time

g Lock Screen

u Privacy & Security
|J) Login Password
B Users & Groups

@ Internet Accounts
@ Game Center
& iCloud

E Wallet & Apple Pay

=) Keyboard

L)) Mouse

|z Printers & Scanners

< Full Disk Access

Allow the applications below to access data like Mail, Messages, Safari,
Home, Time Machine backups and certain administrative settings for all
users on this Mac.

B Antivirus for Mac

Bitdefender

B Core Security




19. Enter your administrator name and password to modify settings.

o

Privacy & Security
Privacy & Security is trying to modify

your system settings.
Enter your password to allow this.

testadmin

[(sovoonee )

Modify Settings

Cancel

20. Choose Quit & Reopen when you see the message Antivirus for Mac will not have full
disk access untilitis quit.

“Antivirus for Mac” will not have

full disk access until it is quit.

‘You can choose to quit "Antivirus for
Mac" now, or do it on your own later.

m

Congratulations, you have successfully installed Bitdefender Antivirus for Mac!

Once Bitdefender Antivirus for Mac is installed, you’ll also want to protect your browsers
by enabling the Traffic Light browser extension, which blocks dangerous websites and
flags unsafe links in your search results.


https://support.apple.com/guide/mac-help/asked-administrator-password-mhosxlogo1438/mac
https://www.bitdefender.com/consumer/support/answer/1729/

