How to avoid tracking cookies with Bitdefender Anti-Tracker

In this article, we will show you how to use Bitdefender Anti-Tracker to prevent
websites from tracking you online.

Third-party cookies — also known as Trackers — help websites collect info about your
online behavior for various purposes, such as displaying more relevant ads or sharing
with other companies. In certain cases, however, trackers might cause slowdowns and
affect your system performance.

Video
« Bitdefender Anti-Tracker: Block Data Tracking and Stop User Profiling

The Bitdefender Anti-tracker extension is designed to increase your online privacy and
reduce the time needed for websites to load, by hiding your activity from trackers. The
extension is available for the following browsers:

e Microsoft Edge
e Internet Explorer
e Mozilla Firefox
e Google Chrome

e Safari


https://www.bitdefender.com/consumer/support/answer/2470/
https://www.youtube.com/embed/tBjwCesEzec?feature=oembed

What types of trackers are detected by Bitdefender Anti-Tracker?

The Web trackers detected by the Bitdefender Anti-Tracker extension can be grouped
into 5 categories:

« Advertising — used to analyze website traffic, user behavior, or visitors’ traffic
patterns.

o Customer Interaction — used to measure user interaction with different input
forms such as chat or support.

« Essential — used to monitor critical webpage functionalities.
« Site Analytics — used to gather data regarding webpage usage.

« Social media — used to monitor social audience, activity, and user engagement
with different social media platforms.

How do | use Bitdefender Anti-tracker?

While the Bitdefender Anti-tracker extension is active, its icon is displayed next to the
search bar in your web browser. Every time you visit a website, a counter can be
noticed on the icon, indicating detected and blocked trackers.

You can view more details about the blocked trackers by clicking the icon. Besides the
number of the trackers blocked, you can view the time required for the page to load
and the categories to which the detected trackers belong.

To allow trackers from a specific category to monitor your activity, click the desired
activity, and then click the corresponding button. If you change your mind, click the
same button once again.

To allow trackers on the website you are currently visiting, click Pause protection on
this website. This setting applies only as long you have the website open and will be
reverted to the initial state when you close the website.

How do | disable the Anti-tracker feature?

You can disable Bitdefender Anti-tracker from your web browser, or from the
Bitdefender interface:

From your web browser
o Open your web browser.

o Click the ¥ icon next to the address bar in your web browser.

o Click the {é} icon in the upper-right corner.

o Use the corresponding switch to turn it off. The Bitdefender icon turns
gray.



From the Bitdefender interface
o Click Privacy on the navigation menu on the Bitdefender interface.
o Inthe Anti-tracker pane, click Settings.

o Next to the web browser for which you want to disable the extension,
turn off the corresponding switch.

How do | add an exception in Bitdefender Anti-Tracker?

If you want to allow trackers while visiting a particular website, you can add an
exception by following these instructions:

1. Open your web browser.

2. Click the & icon next to the search bar.

3. Click the {é} icon in the upper-right corner.

4. If you are on the website you want to add to exceptions, click Add current
website to the list.

If you would like to add another website, type its address in the corresponding field,
and then click ©@.



