How to retrieve the content of Bitdefender File Vaults

File Vaults are no longer part of Bitdefender products. This feature has been
discontinued as of July 2020, but you can still recover your files locked in file vaults
created with older Bitdefender versions.

This article will guide you through the export of your original file vault data.

1. Double-click the bdfvcl file in the folder C:\Program
Files\Bitdefender\Bitdefender Security
| |ﬂ = | Search Tools  Application Toels  Bitdefender Security - u] x
Home Share View Search Manage o
« = v 41 C:\Program Files\Bitdefender\Bitdefender Security} ~| Q) | Search Bitdefender Security £
4 Downloads ~ Name - Date modified Type Size ~
[£] Documents j bddci 473072020 6:04 PM Setup Information 3KB
=l Pictures [ bddci.sys 4/30/2020 6:04 PM  System file 740 KB
b Music [2] bddei_core.dll 4/29/2020 6:27 PM [ Application extens... 1,613 KB
System32 [ bddpsp.dil 7/7/2020 10:36 AM  Application extens... 62 KB
B Videos |J bdec.bdservicehost,json 7/13/2020 5:11 PM JSON File 2 KB
7 |J bdecdll 4/9/2020 11:30 AM  Application extens.. 552 KB
: % | bdec 4/22/2019 5:58 PM  Configuration setti... 1KB
@ OneDrive - bdelam 3/21/2019 1212 A, Security Catalog 10 KB
& This PC j bdelam 3/20/2019 9:58 AM  Setup Information 3KB
|| bdelam.sys 3/21/2019 1212 A..  System file 23 KB
s 3D Objects - 7/1/2020 706 PM Application exters.. 692 KB
m Deskiop l 2 bdfva 7/10/20209:10 AM  Application 328 KB
5l Documents ; ) 7/13/2020 457 PM XML Document 1KB
4 Downloads B barwiz 7/8/2020 11:41 AM  Application 752 KB
$ Music |J bdgs.dll 7/2/2020 6:48 PM Application extens... 410 KB
= Pictures |J bdhtmldialogs_sc.dll 7/8/2020 1:.00 PM Application extens... 177 KB
B Videos |J bditlagp.dll 7/8/2020 1143 AM  Application extens... 103 KB
% Local Disk (C) 1] bditlsve.dll 77972020 9:25 AM Application extens.. 1,799 KB
bditxag 7/8/2020 1143 AM  Application 243 KB
¥ Netwark bdload 7/1/2020 713 PM  Application 99 KB
v |J bdmitusrsrv.dll 7/1/2020 6:53 PM Application extens.. 170 KB v
442items 1 item selected 327 KB i=| =

2. Choose Yes if presented with the User Account Control dialog box.

User Account Control x

Do you want to allow this app to make
changes to your device?

B Bitdefender Html Indexer

Verified publisher: Bitdefender SRL
File origin: Hard drive on this computer

Show more details

. Yes No




3. Click the three dots next to Select vault file.

Select vault file:

Type vault password: Show

Select destination
directory

Export

Transfer log Save Log Clear Log

File Vault recovery starts

4. Locate the desired vault file, select it then press Open.

In our example below the vault name is Vault files.bvd and is located inside the Videos
folder of the current user.

B Select Bitdefender File Vault file to transfer X
1 B > ThisPC > Videos v @) | Search Videos »p
Organize ~ New folder = - W @
2 Z\ ~
@ OneDrive
@ This PC
» 3D Objects
Vault files.bvd
m Desktop
|5 Documents
& Downloads
D Music
= Pictures
B Videos
% . Local Disk (C)
W
File name: |Vault files.bvd V‘ Bitdefender Vault File b




5. Enter the password you chose when creating this vault inside the field — Type vault
password.

B File Vault Transfer Utility X
Select vault file: C:\Users\Test\Videos\Vault files.bvd | ~
ype vault password: | eessssssssss Show
elect destination
directory: |I:|
Export
Transfer log Save Log Clear Log

File Vault recovery starts
Vault file to transfer: C:\Users\Test\Videos'Vault files_bvd
Vault file to transfer: C:\Users\Test\Videos\Vault files.bvd

6. Click the three dots next to Select destination directory.

Then use this pop-up window to select the folder into which you want to extract the
contents of the vault. Press OK to confirm.

B File Vault Transfer Utility X
Select vault file: C:\Users\Test\Videos\Vault files.bvd ‘
Type vault password:

ype p: LLIYTYYYYTYY) Show —

Select destination ‘
directory:

Export |
Transfer log Browse Far Folder X Save Clear Log
File Vault recovery starts
Vault file to transfer: C-\Users\Te
Vault file to transfer: C:\Users\Te|
v @ This PC 2
» 3D Objects
m Desktop

[& Documents

& Downloads
B Music
= Pictures
B Videos
% Local Disk (C) w

Make Mevs Folder Cancel




7. Press Export to extract the vault files to the specified folder. The process is
complete when you see the message Transfer finalized at the bottom of the log.

DB 3 File Vault Transfer Utility X
O ONSSPAT S SIEC \or5 Tost\ideos\Vaul files bvd =
Type vault password ‘ evescscccece ‘ Show
gﬁ?c‘i:)‘:;ﬂ‘"a“o“ [ C:\Users(TestiDesktop =
Export
Transfer log Save Log Clear Log
Destination directory is now: C:\Users\Test\Desktop A

Checking if BDVEDISK driver is installed..

BDVEDISK driver is not installed, installing

Current directory is: C:\Users\Tesf\Videos

Changing current directory to: C:\Program Files\Bitdefender\Bitdefender Security\eol
Execing install: Defaultinstall 128 C:\PROGRA~1\BITDEF~2\BITDEF~1\eol\bdvedisk.inf
BDVEDISK driver installed by this utility, will be uninstalled when done

Checking if BDVEDISK driver is running... was started and is now running.

Loading user mode dll... loaded

Checking vault file status... OK

Checking DISK available space... OK

Finding a free drive letter to mount vault... free drive letter Z: picked.

Mount vault file C:\Users\Test\Videos\Vault files.bvd to drive Z: ... OK

Disabling indexing service on drive Z: ... indexing attribute removed.

Checking DATA available size free space... OK

Copying content of vault disk Z: to C:\Users\Test\Desktop

Copying complete. No errors have been recorded

Dismount vault file C:\Users\Test\Videos\Vault files.bvd from drive Z: ... OK

Unloading user mode dll...

BDVEDISK driver was started by the tool, performing stop

BDVEDISK driver stop failed.

BDVEDISK driver was installed by the tool, performing uninstall.

Current directory is: C:\Users\Test\Videos

Changing current directory to: C:\Program Files\Bitdefender\Bitdefender Security\eol
Execing uninstall: DefaultUninstall 128 C:\PROGRA~1\BITDEF~2\BITDEF~1\eol\bdvedisk.inf
Restore current directory to: C:\Users\Test\Videos

BDVEDISK driver uninstalled

Transfer finalized. _ @

NOTE: If the tool encounters errors or fails to export the content of the file vaults,
proceed with the steps below.

* press the Windows Start menu =R in the lower-left corner of your screen

* type ecmd and right-click on Command Prompt from the search results, then
select Run as administrator. This will open Command Prompt with administrative
privileges.

* type net stop bdvedisk inside the black Command Prompt window that appears on
your screen

* then press Enter on your keyboard. This will stop the file vault service.

* now repeat the 1 — 7 steps listed in this article to export your vault data.



