A Guide to Bitdefender Scam Protection Pro

Protecting yourself against online scams is becoming increasingly challenging.
Scammers now use Al to trick people into giving away money, personal information or
to gain unauthorized access to systems. As a member of the Global Anti-Scam
Alliance, Bitdefender is committed to protecting consumers worldwide from the
growing threat of online scams. In line with this mission, Bitdefender has developed
the industry’s first all-in-one scam protection layer.

What is Scam Protection Pro?

Scam Protection Pro is Bitdefender’s all-in-one scam protection service with automatic
threat detection, real-time alerts, and trusted Al help, included with the following
Bitdefender subscriptions, both individual and family versions:

o Bitdefender Premium Security

« Bitdefender Ultimate Security

o Bitdefender Ultimate Security Plus

o Bitdefender Ultimate Small Business Security
Supported devices
Works on all major platforms:

e Windows (except Windows Server)

¢« macOS
¢ Android
« I0S

Easy to set up and use, with the same look and feel across all devices.


https://www.gasa.org/
https://www.gasa.org/
https://www.bitdefender.com/consumer/support/answer/106008/
https://www.bitdefender.com/consumer/support/answer/106011/
https://www.bitdefender.com/consumer/support/answer/106012/
https://www.bitdefender.com/consumer/support/answer/106015/

Scam Protection Pro Features
Scamio Pro

e Scamio Pro is an advanced Al assistant that helps you check for scams and
gives expert cybersecurity advice so you can stay safe online.

« It can check any link, QR code, message, email, image or screenshot.

« It also provides educational snippets and safety recommendations.
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Scamio Pro

Dasl @ Hey, I'm Scamio Pro, your Al Scam Assistant!
| Got a suspicious email, text, link, or QR code? I'm here to help you out! d
What would you like to do next? .

%, Check if it's a scam. Send me any suspicious messages, images, or links.

LE Learn to avoid scams. Explore easy ways to protect yourself.

Notif @

Settings

Scam Radar

e« Scam Radar continuously monitors local scam activity. When a new scam
begins to spread, you're notified right away.

Bitdefender Scam Protection Pro
Scam Radar: Fake Walmart support program
scam is targeting seniors. View safety tips.

e Its purpose is preventive: if you've activated Scam Radar, you’ll receive
proactive alerts when a high-risk scam wave is detected nearby, often
spreading through coordinated text messages or fake Facebook ad campaigns.

o Each alert is designed to help you recognize and avoid the scam. It includes a
sample of the fraudulent content (such as a text message or Facebook ad
preview), highlights key warning signs or suspicious keywords, and offers
practical tips to stay protected.



Web Scam Protection

e Protects you while browsing by blocking scam websites and detecting new
scam patterns.

Email Protection

« Web Email Protection: Scans your webmail accounts (Gmail, Outlook) for
phishing and scam emails. Web Email Protection works on all operating
systems — just set it up on Windows or Mac to get started.

e Local Email Protection: Antispam for Outlook and Thunderbird email apps on
Windows.

Mobile Protection

E Bitdefender Mobile Security

SMS scam detected

Messages 15:46 pm
To reset your password click on..
+0789 123 456

/% Don't open or forward the link.
T|_||L Delete the message if possible.

@ Block the sender if it's not a trusted
contact.

Dismiss View details

e« SMS Protection: Scans incoming SMS messages for scams and dangerous
links.

« Scam Notification Protection: Analyzes app notifications for scams (Android
only).

« Chat Protection: Monitors chats in popular messaging apps WhatsApp,
Facebook Messenger, Telegram, and Discord for scams (Android only).

« Calendar Invites Protection: Detect dangerous links in calendar events. (i0S
only).


https://www.bitdefender.com/consumer/support/answer/106008/
https://www.bitdefender.com/consumer/support/answer/106011/
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Calendar Invites Protection

Scam invites found in
your Calendar

@ 3 risky events found

Review and delete your dangerous Calendar
events.

Deep Forest Fest 2023 Phishing

fb:/fevent/?id=123802313766575660-20.

Delete event  View details

FYRE Festival Reboot  Multiple threats
fbz/fevent/?id=123802313766575660-20..
Delete event  View details

Test iCalendar security Coin miner

fb:/fevent/?id=123802313766575660-20.

Delete all

Remote Access Scam Protection

Monitors remote access apps on Windows devices and warns you at the right
moment — when you’re about to engage in online banking with a remote access
tool running in the background:

o A remote desktop access application is running on your Windows PC,

even if there is no active remote session.

o You are initiating a banking session, such as logging into your online

banking account or accessing financial services.

The Scam Prevention Alert lets you stop the remote access app from starting
automatically with your system, ensuring it's only active when you need it. This
reduces the risk of these tools being exploited by scammers without your
knowledge.
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Scam Prevention Alert
Remote Desktop Access App

Running

A remote desktop access app, {app name}, is running
while you're engaged in a banking session.

This could expose you to security risks and scams as
no one should get access to your banking details.

We recommend allowing the app to run only when
you need it, to safeguard your financial assets against
scammers. O
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