Fix Bitdefender Update Errors -1002, -1004, -1011 and others on Windows

Here you will find troubleshooting steps for common Bitdefender update errors on
Windows.

Important!

1. Check update error frequency: Open Bitdefender, click “Notifications” on the
left-side menu, and select “All” tab. If you see occasional update error
notifications followed by successful updates, no action is required —
Bitdefender is up to date.

Notifications

All B Critical  Warning  Information

Update completed successfully
5 minutes ago

Update encountered an error
44 minutes ago

Update completed successfully
51 minutes ago

2. If no successful updates in 24 hours: Use the table of contents below to
quickly jump to the solution for your specific update error.




Table of Contents

o Update error 3

o Update error 19

o Update error 21

o« Update error -100

o Update error -1002
o Update error -1004

o« Update error -1011

o Update error -1022

o Update error 1455

o Update error -2002
o Update error -2009

o Update error -2021

e Other update errors



https://www.bitdefender.com/consumer/support/answer/16629/#scroll-to-heading-0
https://www.bitdefender.com/consumer/support/answer/16629/#scroll-to-heading-1
https://www.bitdefender.com/consumer/support/answer/16629/#scroll-to-heading-1
https://www.bitdefender.com/consumer/support/answer/16629/#scroll-to-heading-2
https://www.bitdefender.com/consumer/support/answer/16629/#scroll-to-heading-3
https://www.bitdefender.com/consumer/support/answer/16629/#scroll-to-heading-4
https://www.bitdefender.com/consumer/support/answer/16629/#scroll-to-heading-3
https://www.bitdefender.com/consumer/support/answer/16629/#scroll-to-heading-5
https://www.bitdefender.com/consumer/support/answer/16629/#scroll-to-heading-6
https://www.bitdefender.com/consumer/support/answer/16629/#scroll-to-heading-7
https://www.bitdefender.com/consumer/support/answer/16629/#scroll-to-heading-7
https://www.bitdefender.com/consumer/support/answer/16629/#scroll-to-heading-8
https://www.bitdefender.com/consumer/support/answer/16629/#scroll-to-heading-9

Error 3: Hard-Drive Error

This error means that a hard-drive issue is preventing Bitdefender from updating.

How to Fix It:

1.

Open Command Prompt as Administrator:
o Click the Start button (Windows logo in the bottom-left corner).
o Type cmd in the search bar.

o Right-click Command Prompt from the search results and choose Run
as Administrator.
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o Click Yes if prompted by User Account Control.
Run Disk Check:

o In the black Command Prompt window, type the following command
exactly: chkdsk c: /r

(Make sure there is a space between “chkdsk” and “c:”, and another space
before /r’.

BN Administrator: Command Prompt - O X

Microsoft Windows [Version 10.6.22000.2538]
(c) Microsoft Corporation. All rights reserved.

C:\Windows\system32>chkdsk c: /r




o Press Enter on your keyboard.

o Type Y when prompted, to allow the disk check to run the next time your
computer restarts.

3. Restart Your PC:

o Save any open work and restart your computer. During the restart,
Windows will scan and fix your hard drive.

4. Retry Bitdefender Updates:

o Once your computer restarts, try to update Bitdefender again.



Error 19, 21: System-Level Issues
o Error 19: This means the media is write-protected, preventing changes.

e Error 21: This means the device is not ready.

How to Fix It:
1. Open Command Prompt as Administrator:
o Click the Start button (Windows logo in the bottom-left corner).
o Type emd in the search bar.

o Right-click Command Prompt from the search results and choose Run
as Administrator.
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o Click Yes if prompted by User Account Control.
2. Run Disk Check:

o In the black Command Prompt window, type the following command
exactly:

chkdsk c: /r



(Make sure there is a space between “chkdsk” and “c:”, and another space before

B3 Administrator: Command Prompt — O X

Microsoft Windows [Version 10.0.22008.2538]
(c) Microsoft Corporation. All rights reserved.

C:\Windows\system32>chkdsk c: /r

7r.)

o Press Enter on your keyboard, type Y when prompted, and restart your
computer.

3. Run System File Checker:
o Open Command Prompt as Administrator again.

o Type: sfc /scannow

B Administrator: Command Prompt - ] X

Microsoft Windows [Version 10.0.22000.2538]
(c) Microsoft Corporation. All rights reserved.

C: \Windows\system32>sfc /scannow

o Press Enter and wait for the process to complete. It may take several
minutes.

4. Run DISM Tool (Windows 8/10/11 only):
o In Command Prompt, type:

DISM /Online /Cleanup-Image /RestoreHealth

EX¥ Administrator: Command Prompt . O X

Microsoft Windows [Version 10.0.22000.2538]
(c) Microsoft Corporation. All rights reserved.

C: \Windows\system32>DISM /Online /Cleanup-Image /RestoreHealth

o Press Enter and wait for the process to finish.

5. Restart Your PC and Retry Updates:

o Restart your computer and attempt to update Bitdefender again.



Error -100: Isolated Error
This is a rare and temporary update error that often resolves itself.
How to Fix It:

1. Check the Update History:

o Open Bitdefender and go to Notifications on the left-side menu, and
select All tab.

o If you see successful updates after the error -100, no action is needed.
If not, proceed to step 2.

2. Restart Your PC and Retry Updates:

o Restart your computer and attempt to update Bitdefender again.

Error -1002, -1011: Internet Connection Issues

These errors occur when your internet connection is unstable or temporarily
unavailable.

Update encountered an error

2 hours ago

Feature: Update

Update encour n error (error code: -1002, Could not resolve server). Please check your internet
connection and ain.

How to Fix It:
1. Check Your Internet Connection:
o Make sure your Wi-Fi or Ethernet cable is connected and working.
o Open a browser and visit a website to confirm internet access.
2. Restart Your Router:
o Turn off your router, unplug it, and wait 30 seconds.
o Plug it back in, turn it on, and wait for the connection to stabilize.
3. Restart Your Computer:
o Save your work and restart your PC.

4. Retry Updates:



o Retry to update Bitdefender once your internet connection is stable.

5. Update Bitdefender Offline:

o Still can’'t update? Update Bitdefender offline if connectivity issues

persist.

Error -1004: Proxy Connection Issue

This error occurs if Bitdefender isn’t properly set up to use a proxy connection.
How to Fix It:

1. Check if You Use a Proxy:

o Press Win + R on your keyboard, type inetcpl.cpl and press Enter. This

opens the Internet Properties window.

Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you.

Open: | inetcpl.cpl h

Cancel Browse...

ﬁ= O Search Vv‘g L D ; é Ai/

o Go to the Connections tab, then click the LAN settings button.

€ Internet Properties ? X
General Security Privacy ContentPrograms Advanced
E:g To set up an Internet connection, click Setup
Setup.

Dial-up and Virtual Private Network settings

Add...
Add VPN...
Remove...
Choose Settings if you need to configure a proxy Settings
server for a connection.

Local Area Network (LAN) settings

LAN Settings do not apply to dial-up connections.
Choose Settings above for dial-up settings.

OK Cancel Apply



https://www.bitdefender.com/consumer/support/answer/10690/

o Inthe Local Area Network (LAN) Settings window:

= |If “Use a proxy server for your LAN” is checked and there’s an
address and port listed, you're using a proxy.

If unchecked, you’re not using a proxy server.

™
‘l Internet Properties ?
“‘ Local Area Network (LAN) Settings X

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

Automatically detect settings
D Use automatic configuration script

Address

Proxy server

0O Use a proxy server for your LAN (These settings will not apply to
dial-up or VPN connections).

Address: Port Advanced

Bypass proxy server for local addresses

OK Cancel

Local Area Network (LAN) settings

LAN Settings do not apply to dial-up connections. LAN settings
Choose Settings above for dial-up settings.

OK Cancel Apply

L

If You Use a Proxy:
o Open Bitdefender.
o Click Settings > Advanced.

o Turn on Proxy server.

= Bitdefender will automatically import your proxy settings from the

default browser.
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o If manual settings are needed:
= Click Proxy change and select Custom proxy settings.
= Enter your proxy details.
4. If You Don’t Use a Proxy:
o Open Bitdefender.
o Go to Settings > Advanced.
o Make sure Proxy server is turned off.

o If the update error -1004 continues to occur, remove any proxy settings
in your browser.

5. Retry Updates:
o Attempt to update Bitdefender again.
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Error -1022: Server Response Issue

This error occurs if your internet settings are preventing Bitdefender from connecting
to its update servers.

How to Fix It:
1. Restart Your Router:
o Turn off your router, unplug it, and wait 30 seconds.
o Plug it back in, turn it on, and wait for the connection to stabilize.
2. Restart Your Computer:
o Save your work and restart your PC.
3. Retry Updates:
o Attempt to update Bitdefender again.
4. Change DNS Settings:

o Ifthe update error -1022 continues to occur, change your DNS server on
Windows.

Error 1455: Low Virtual Memory

This error means your computer doesn’t have enough virtual memory to complete the
operation.

How to Fix It:
1. Open System Properties:

o Press Win + R on your keyboard, type sysdm.cpl and press Enter.

=/ Type the name of a program, folder, document, or
= Internet resource, and Windows will open it for you.

Open: sysdm.cpl h

Cancel Browse...

i= O Search \%M L g o e ﬂ =]
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2. Navigate to Performance Settings:

o Go to the Advanced tab, then click Settings under the “Performance”
section.

System Properties X

Computer Name Hardwarel System Protection Remote

You must be logged on as an Administrator to make most of these changes.
Performance

Visual effects, processor scheduling, memory usage, and virtual

memory
ﬁ

Desktop settings related to your sign-in

User Profiles

Settings...

Startup and Recovery

System startup, system failure, and debugging information

Settings...

Environment Variables...

OK Cancel Apply

3. Access Virtual Memory Settings:

4. In the Performance Options window, go to the Advanced tab, then
click Change in the “Virtual memory” section.

Performance Options X
Visual Effects! Data Execution Prevention

Processor scheduling

Choose how to allocate processor resources.

Adjust for best performance of:

© Programs (O Background services

Virtual memory

A paging file is an area on the hard disk that Windows uses
as if it were RAM.

Total paging file size for all drives: 1408 MB

ﬁ

OK




5. Enable Automatic Management of Virtual Memory:

o Check the box Automatically manage paging file size for all drives at
the top.

o Click the OK button and restart your computer to apply changes.

———————————————
Virtual Memory X

Automatically manage paging file size for all drives
Paging file size for each drive

drive [Volume Label] Paging File Size (MB)

cted drive
Space available
I
Custom size:

Initial size (MB)
Maximum size (MB)

System managed size

No paging file Set

Total paging file size for all drives
Minimum allowed: 16 MB

Recommended: 1407 MB
Currently allocated: 1408 MB

6. Retry Bitdefender Updates:

o Attempt to update Bitdefender again.

Error -2002, -2009: Server Synchronization in Progress

These errors occur when Bitdefender’s update servers are synchronizing.

How to Fix It:
1. Wait for Server Synchronization to Finish:

o These errors usually resolve themselves. Wait a few hours (2—4 hours)
and try updating Bitdefender again.

2. Still Not Working?

o If the error persists beyond 24 hours, contact Bitdefender Support.



Error -2021: Missing Windows 7 Updates

This error occurs because Bitdefender requires specific Windows 7 updates that are
missing on your system.

How to Fix It:
1. Check if you have a 32 or 64-bit Windows version:

o Follow the steps in this guide to find out whether your system is 32-bit or
64-bit.

2. Download the Required Updates:

o Download the missing updates for your system (32-bit or 64-bit) from the
links below:

= For 32-bit Windows: KB4490628 and KB4474419

» For 64-bit Windows: KB4490628 and KB4474419

3. Install the Updates:

o Double-click the downloaded files and follow the on-screen instructions
to install them.

4. Restart Your Computer:
o After installation, restart your PC.
5. Retry Bitdefender Updates:
o Attempt to update Bitdefender again.
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Other Bitdefender Update Errors on Windows

If Bitdefender update encountered an error code not listed here, follow these
troubleshooting steps.

How to Fix It:
1. Retry Updates Later:

o Sometimes, update errors occur due to temporary server issues. Wait a
few hours (2—4 hours) before trying to update Bitdefender again.

2. Restart Your PC:

o Save your work and restart your computer. Then, check for Bitdefender
updates.

3. Connect to Another Network:

o Try connecting your computer to a different internet network (e.g., using
your phone’s hotspot).

= If updates succeed on the new network, there might be an issue
with your original network.

= Turn off any third-party firewall software running on your
windows computer or router.

» Change DNS settings on Windows.

4. Reinstall Bitdefender:

o If update errors persist, reinstall Bitdefender:

= Open Control Panel > Programs > Uninstall a Program.

» Select Bitdefender and click Uninstall > Reinstall > Restart
device

5. Contact Support:

o If none of the above step’s work, contact Bitdefender Support with the
error code details.
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