A Guide to Bitdefender Scam Protection for Android

Scam Protection is a feature included in the paid version of Bitdefender Mobile Security
for Android. This technology automatically detects link-based mobile attacks delivered
through SMS, messaging apps, notifications and alerts you to emerging scam campaigns.

Scams, fraud, and malware campaigns often spread organically within the Android user
community. In some cases, unsuspecting users share harmful links believing they are
helping their contacts. Other times, malicious websites send deceptive notifications, or
compromised devices distribute harmful messages without the owner’s knowledge.
Regardless of how these links spread, they pose a serious security risk. If you use
Bitdefender Mobile Security for Android, the Web Protection module blocks phishing
links as soon as you try to access them. Meanwhile, the Scam Protection module warns
you that a link in a text message or notification is dangerous before you open it.

What is SMS phishing?

Phishing is a social engineering tactic that works across all platforms. Traditionally
delivered via spam email, phishing campaigns use convincing messages to trick users
into revealing sensitive information such as usernames, passwords, or credit card
details. This tactic has evolved to include SMS, a method known as Smishing (SMS +
phishing). These attacks often urge you to:

e Access a malicious link
¢ Reply with personal or financial information to claim a reward
e Calla premium-rate number

Some smishing attempts rely on scare tactics, warning that your personal data has been
compromised and pressuring you to act immediately. Smishing messages are more
common than many people realize, but malicious links spread through other channels as
well. For example, websites frequently request permission to send notifications—a
feature that can be abused. Users may receive harmful links through notifications that
appear to come from the Android system itself. Additionally, malware campaigns often
use SMS messages to distribute malicious payloads

Scam Protection features for Android


https://www.bitdefender.com/blog/hotforsecurity/how-to-recognize-and-avoid-smishing-attacks/
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e Don't open or forward the link.
@ Delete the message if possible.

@ Block the sender if it's not a trusted
contact.

DISMISS VIEW DETAILS

The Chat Protection filter focuses on prevention, addressing potential threats before they
escalate - including malware risks. Scam Protection monitors all incoming SMS
messages and Android notifications in real time.

When a dangerous link is detected in a message, a warning appears on your device.



Bitdefender provides two options:
¢ Dismiss the alert
¢ View more details and receive practical advice, such as:
o Don’topen orforward the detected link
o Delete the text message (if possible)
o Block the sender if they’re not a trusted contact
o Uninstall the app that sends malicious notification links

(D Note: Due to Android operating system limitations, Bitdefender cannot delete text
messages or take direct action on SMS or notification sources. If you ignore the Scan
Protection warning and attempt to open the link, the Web Protection feature will
automatically block it and prevent infection.

Scam Radar

Scam Radar continuously monitors local scam activity. When a new scam wave begins
to spread, you’re notified right away. Scam Radar provides Al-driven scam prevention:

Bitdefender Scam Protection
Scam Radar: Fake Walmart support program
scam is targeting seniors. View safety tips.

e Early warnings about high-risk scam campaigns
¢ Examples of scam text messages or fake Facebook ads
o Highlighted key warning signs and suspicious keywords
e Practical tips to stay protected

Benefits:
¢ Helpsyourecognize scams before interacting with them
e Keepsyouinformed about local scams

e Improves awareness of evolving attack tactics



Scanned texts and notifications

Scam Protection is ON

You are protected against scams.

TURN OFF
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Once Scam Protection is enabled, a donut chart displays the total number of scanned
texts and notifications in the Scanned texts and notifications section. A legend below
shows the exact number of:

o Texts
o Notifications

e Links scanned



(D) Note: Links are not included in the chart total but are counted and displayed
separately in the legend area.

The Scanned texts and notifications list will display the last 3 detections. To extend the
list by 3 more, press LOAD MORE. Exiting the Scam Protection module will collapse this
list.

When Scam Protection for Android detects a dangerous link, the following details are
shown:

« Name of the app that generated the notification
e Timestamp (date and time)

¢ URL of the detected link (non-clickable)

e Threattype

e App category (text or notification)
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Set up Scam Protection in Bitdefender Mobile Security for Android

To set up Scam Protection on Android, you need to grant the Bitdefender Mobile Security
app Accessibility, Notification and SMS permissions. Follow these steps:

1. Openthe Bitdefender Mobile Security app installed on your Android phone
or tablet.

2. Tap the Scam Protection icon in the bottom navigation bar, then tap Turn
on.

Scam Protection is OFF

ed gld get early warnings when new scams spread

\{ ; Get notified when new scams start spreading
in your area.

Monitor texts, notifications, and chat
" messages for threats.

Block dangerous links to avoid losing data or
control of your device.
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https://www.bitdefender.com/consumer/support/answer/2545/

3. Tap Turn on again to allow the app to scan notifications and warn about
phishing and fraud attempts.
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Enable Accessibility

Bitdefender Mobile Security requires this
permission to scan your chat messages for
dangerous links, helping protect you from phishing
and fraud attempts.

The app may collect links shared in your messages
to identify and warn you about potentially harmful
links

You will be taken to the device's Accessibility area
Locate Bitdefender Mobile Security and turn it On




4. Inthe Accessibility list, enable Bitdefender Mobile Security.

Accessibility

Downloaded apps

@ Bitdefender Mobile Security
off

Display
Text and display

Dark theme

Will never turn on automatically

e Magnification
off

Interaction controls

9 Timing controls

@ System controls

Vibration & haptics

On
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Options
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off
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This app uses the Accessibility Service API for the
following purposes:

+ Web Protection to scan the webpages you visit and to
warn you about dangerous links or malicious websites in
real-time. The app may collect URLs of the webpages you
visit with the sole purpose of providing web protection by
detecting and blocking harmful websites.

+ Chat Protection requires this permission to scan your
chat messages for dangerous links, helping protect you
from phishing and fraud attempts. The app may collect
links shared in your messages to identify and warn you
about potentially harmful links.

« App Anomaly Detection requires this permission to
monitor app activity and identify potentially malicious
behavior on your device. The app may collect information
about active apps and processes solely for the purpose of
detecting and blocking malware and other threats to your
device.




5. Choose Allow to confirm the action.
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Allow Bitdefender Mobile Security
to have full control of your device?

Full control is appropriate for apps that help
you with accessibility needs, but not for
most apps.

@ View and control screen
It can read all content on the screen and
display content over other apps.

View and perform actions
can track your interactions with an app or
rdware sensor, and interact with apps on

Deny

Uninstall




6. Return to the Scam Protection screen and tap Allowto enable SMS
scanning.
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Allow Notification permission

Scam Protection requires this permission to be
able to check notifications for dangerous links.

You will be taken to the device's Notification area
Locate Bitdefender Mobile Security and turn it ON

NOT NOW ALLOW




7. Allow notification access for Bitdefender Security.
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Device & app
notifications

Allowed

@ Pixel Launcher

Not allowed

A Android Auto

9 Bitdefender Security

i Google Play services

Cross-Device Communication
Service

Device & app
notifications
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Bitdefender Security
Bitdefender Security

Real-time

Ongoing communication from apps in use,
navigation, phone calls, and more

Conversations

SMS, text messages, and other
communications

Notifications
May ring or vibrate based on settings

Silent
Natifications that never make sound or
vibrations

See all apps




8. Confirm by tapping Allow.
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Allow notification access for Bitdefender
Security?

Bitdefender Security will be able to read

all notifications, including personal
information such as contact names and the
text of messages you receive. This app will
also be able to dismiss notifications or take
action on buttons in notifications, including
answering phone calls.

This will also give the app the ability to turn

Do Not Disturb on or off and change related
settings.

Deny Allow




9. Returnand allow the app to send and view SMS messages when prompted.
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Allow Bitdefender Security to
ol and view SMS messages?

Don't allow




10. Tap Turn on in the Enable Accessibility screen.
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Enable Accessibility

Bitdefender Mobile Security requires this
permission to scan your chat messages for
dangerous links, helping protect you from phishing
and fraud attempts.

The app may collect links shared in your messages
to identify and warn you about potentially harmful
links

You will be taken to the device's Accessibility area
Locate Bitdefender Mobile Security and turn it On

NOT NOW TURN ON




